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IX SIMPOSIO
de Investigación
EN CIENCIAS EXPERIMENTALES

Abstract

Key management is a central problem in Information Security. The
development of quantum computation could make protocols we cur-
rently use insecure, especially if Shor’s algorithm is feasible. In this
work, we start reviewing on advances in quantum computing [1] and
post-quantum protocols [2].

In this context, we introduce a group key management protocol for

secure group communications in a noncommutative setting [4]. We

show that the security of the Initial Key Agreement (IKA) is equiva-

lent to the protocol give for just two communication parties [5], i.e.

there is no information leakage as the number of users grows. More-

over, we show that further rekeying messages provide forward and

backward security, which means that no former or future user in a

communication group can get information on previous or new future

keys.

Current Cryptography

Cryptography timeline

• 1976. Diffie-Hellman key exchange. First ever key
exchange protocol, in Zp

• 2012. Eftekhari key exchange, in GL2(GF (q)[Sn])

• 2013. KKS key exchange, in Matk(GF (q)[Sn])

• 2016. NIST Report on Post-Quantum Cryptography

• 2017. First-round candidates announced

• 2019. Second-round candidates announced

• 2020. Third-round finalist and alternate candidate
announced

Some protocols currently in use:

•RSA. It is based in the IFP (Integer Factorization Prob-
lem). It may be used in any connection to an https,
since it is one of the ciphers used in TLS (Transport
Layer Security).

•ECDH. It is based in the ECDLP (Elliptic Curve Dis-
crete Logarithm Problem). It is used in the Signal Pro-
tocol, which is used by apps like Whatsapp; and it is
also one of the ciphers used in TLS.

Quantum Computation

Quantum computing timeline

• 1997. Shor’s algorithm published.

• 2005. First qubyte (collection of 8 qubits) is created.

• 2012. Quantum supremacy defined by J. Preskill.

• 2016. IBM launchs the IBM Q Experience (online
interface).

• 2019. IBM launchs IBM Q System One (first com-
mercial computer).

• 2019. Quantum supremacy using a programmable
superconducting processor (Google). IBM states that
the computations in Google’s experiment could be
undertaken in reasonable time.

Quantum computers are expected to be powerful enough
to break RSA and ECDH in the future, when they are
sophisticated enough to execute Shor’s algorithm.

Public Key Cryptography

Classical approach. Commutative setting

Our approach. Noncommutative setting

Setting

Platform

Definition. Let K be a ring, and G a group. Let

α : G×G −→ U(K)

a 2-cocycle. The twisted group ring R = KαG is
defined to be the set of all finite sums of the form∑

gi∈G

aigi

where ai ∈ K, and all but a finite number of ai are
zero.

We define the sum of two elements in KαG by(∑
gi∈G

aigi
)

+
(∑
gi∈G

bigi
)

=
∑
gi∈G

(ai + bi)gi

And multiplication twisted by a cocycle is defined as(∑
gi∈G

aigi
)
·
(∑
gi∈G

bigi
)

=
∑
gi∈G

( ∑
gjgk=gi

ajbk α(gj, gk)
)
gi

Our proposal. Let K = GF (2n) and G = D2m,

and the 2-cocycle

α : D2m ×D2m −→ GF (2m)∗

(xi, xjyk) 7→ 1
(xiy, xjyk) 7→ tj

for every k.

Decomposition problem

Given x, y ∈ G, find a, b ∈ S ⊆ G such that

y = axb

Group Key Establishment

Initial Key Agreement (IKA)

Auxiliary Key Agreement (AKA)

Equivalence 2-n users

We define the random variables

An = (view(n,X), y)

Dn = (view(n,X), gn...g3g2g1hk1k
∗
2k3...kn)

where view(n,X) is the set of all the possible messages in
the insecure channel; and ∼ polynomial indistinguisha-
bility.
Theorem. For any n > 2, A2 ∼ D2 implies that An ∼
Dn, i.e. if the 2-users underlying decisional problem is
hard, then the n-users is hard as well.
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